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1 INTRODUCTION
1.1 Background

The next generation Geostationary Operational Environmental Satellites (GOES),
designated the GOES-R Series, are required to provide continuity and improvement of
remotely-sensed environmental data from a geosynchronous orbit, launching no earlier
than 2015 with an expected operational lifetime of 15 years. The GOES-R Program,
which has the responsibility to acquire and implement the GOES-R mission, is being
implemented through the GOES-R Ground Segment Project (GSP) and the GOES-R
Flight Project. The GSP will acquire the integrated, distributed GS that will conduct
satellite operations and instrument product generation and distribution. Details about
the GOES-R conceptual architecture, functionality, and operations are documented in
the reference GOES-R Program Concept of Operations (P417-R-CONOPS-0008).
(CCR01519)

1.2 Scope

This document, together with all GOES-R GS Interface Requirements Documents
(IRDs) (see Ground Segment Applicable and Reference Documents List (G 417-R-
LIST-0165)) and the Ground Segment Mission Assurance Requirements document (G
417-R-GSMAR-0068), specify the functional and performance requirements with which
the GS shall comply.

Sections 4 through 9 of this specification contain the high level functional and
performance requirements for the GS portion of the GOES-R Series System. The
column headings of these sections indicate the GSP DOORS ID Number, the
developing organization responsible for each requirement, and the requirements.
(CCR01530, CCR02120)

The requirements in Sections 4 through 9 of this document are allocated to developing
organizations that are providing the functionality described by each requirement.
(CCR01530)

The development effort column next to each requirement denotes antennas (ANT),
GOES-R Access Subsystem (GAS), OSO, the Algorithm Working Group (AWG), the GS
Contractor (GS Kitr), the Flight Project (FLT), or ALL to allocate the requirement to one
of the major development efforts. FLT, OSO, and AWG requirements are explicitly
identified; all organizations (ALL) indicates that the requirement applies to GS Kir, ANT,
and GAS. (CCR01430, CCR02120, CCR02632)

1.3 GOES-R Mission Objectives

a) To maintain GOES mission continuity and quality in environmental observations,
launching no earlier than 2015 with an expected operational lifetime of 15 years
(CCR01519)

b) To provide enhanced environmental data products
c) To improve services and data being provided to Users
d) To be responsive to technology infusion to meet evolving User needs
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1.4  Specification Derivation

The GOES-R Series Level | Requirements Document (LIRD) (P 417-R-LIRD-0137)
levies NESDIS requirements on the GOES-R Program. The Mission Requirements
Document (MRD) (P417-R-MRD-0070) captures the program - level system
requirements and allocates a subset of those to the Ground Segment Project. The
Ground Segment Functional and Performance Specification (GS-F&PS) (417-R-FPS-
0089), and other requirements documents (e.g., IRDs) define derived GS level
requirements. Parallel documents, the GOES-R Spacecraft Functional and
Performance Specification (S-F&PS) (P 417-R-PSPEC-0014), and its associated IRDs
exist for the Space Segment.

1.5 Traceability

These requirements are controlled, managed and traced using the GOES-R GSP
DOORS requirements management tool. This document is configuration managed
according to the GSP Configuration Management Plan and is maintained in Windchill.
(CCR02120)



Effective Date: Date of Last Signature G416-R-FPS-0089
Responsible Organization: GOES-R/Code 416 Version 3.5

2 DOCUMENTATION

2.1 Order of Precedence

Any inconsistency in this solicitation or contract shall be resolved in accordance with
Contract Clause 52.215-8 Order of Precedence.

Any inconsistency in other documents, exhibits, and attachments shall be resolved by
giving precedence in the following order:

a) The Statement of Work

b) The Functional and Performance Specification

c) The Interface Requirements Documents

d) Other exhibits and attachments included in Section J
e) The Applicable Documents

f) The Reference Documents

Terminology applicable to this GS-F&PS is documented in the GOES-R Series Acronym
and Glossary Document (P417-R-LIST-0142). In the event of conflict between
terminology in this handbook and any other dictionary, the GOES-R terminology shall
take precedence.

The full lists of applicable and reference documents, with associated document number
and date of issue for each, are maintained in the Ground Segment Applicable and
Reference Documents List (G 417-R-LIST-0165).

Applicable documents are Government prepared and controlled documents and
industry standards documents.

Reference documents amplify or clarify the information presented in this document.

In the event of any unresolved conflict, the Contractor shall request conflict resolution
by the Contracting Officer.

2.2 Declaration of Requirements
The following requirements terminology is used throughout this document:

a) The term "shall" shall be interpreted to mean that the function, service, or
capacity described is a mandatory requirement for the GS.

b) The terms "shall provide the capability," "shall have the capability," "shall be
capable," "shall enable," "shall permit" and "shall allow," shall be interpreted to
mean that the function, service or capacity described is a mandatory requirement
for the GS, but that the capability, service or capacity may not necessarily be
exercised continuously (e.g., event driven, operator selected, operator initiated).

c) The term “should” designates a desired level of performance the Government
would like to achieve.

d) All other declarative statements, including use of the term “will”, only designate
statements of fact or intentions of the Government and are not to be interpreted
as contractor requirements.

e) The term “(TBS)” means, “to be supplied”, identifies missing or incomplete
information, values, or data needed to fulfill a requirement.

3
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f) The term “(TBD)” means “to be determined”, identifies a missing requirement.

g) The term “(TBR)”, means “to be refined/reviewed”, means that the requirement is
subject to review for appropriateness and subject to revision.

h) Requirements that contain the word "satellite" (singular) should be interpreted to
apply for all GOES-R series satellites operated in the multi-satellite environment,
unless stated otherwise, consistent with GS overall requirement for concurrent
multiple satellite operations.

Refer to the Statement of Work for Government and contractor responsibilities
associated with TBSs, TBDs, and TBRs.
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3 GOES-R GROUND SEGMENT DESCRIPTION

3.1 GOES-R Ground Segment Overview

Section 3 describes the GOES-R GS in terms of the high-level physical architecture,
notional functional architecture, and external interfaces.
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Figure 1: GOES-R Ground Segment Overview (CCR071457, CCR01661, CCR02089)
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The GOES-R Ground Segment will operate from three sites. The NOAA Satellite
Operations Facility (NSOF) in Suitland, MD will house the primary Mission Management
(MM), and selected Product Generation (PG), and Product Distribution (PD) functions.
The Wallops Command and Data Acquisition Station (WCDAS), located in Wallops, VA,
will provide the primary space communications services, EM and MM functions, and
selected PG and PD functions. The third site is a geographically diverse remote backup
facility (RBU), located at Fairmont, WV. It will function as a completely independent
backup for the MM and selected PG and PD functions for the production of Key
Performance Parameters (KPPs) and GOES Rebroadcast (GRB) data, and will be
capable of concurrent and remote operations from the NSOF and the WCDAS. The
RBU will have visibility to all operational and on-orbit spare satellites. The KPPs consist
of: cloud and moisture imagery: CONUS, Full Disk, and Mesoscale, and sectorized
products. The Enterprise Management (EM) function is integrated across all ground
segment components and locations. (CCR01659)

The Ground Segment will include separate development and integration and test (I&T)
environments for the purposes of ongoing development, improvement, and integration
throughout the GOES-R mission. Portions of these environments will be located at both
NSOF and WCDAS to support local site development, integration, and test activities.

The satellites will be commanded throughout their mission lifetime from the NOAA
Satellite Operational Control Center (SOCC) located at NSOF with the ground station
radio frequency (RF) interface located at the WCDAS, or the RBU. The engineering
telemetry streams are received by the WCDAS and ground relayed to the SOCC for
processing and monitoring. The raw sensor data is received by the WCDAS,
processed, reformatted, and rebroadcast through the GRB transponder.

The raw sensor data are received by the WCDAS, processed by the PG function at the
WCDAS to create L1b and some L2+ products, and rebroadcast through the GRB
transponder. The GRB data are then received at the NSOF where the PG function will
create the rest of the L2+ products. The L1b and L2+ products are then either sent
directly or made available to users. At the RBU the raw sensor data will be received
through its RF interface and processed by the PG function at the RBU. The RBU will be
limited to the production of data to support distribution via GRB and the production of
KPPs.

The GOES-R Series system will provide the following unique payload services (UPS):

a) HRIT/EMWIN: EMWIN is a service that includes watches, warnings, forecasts,
graphics, and other hydro-meteorological products provided by the National Weather
Service (NWS). The High Rate Information Transmission (HRIT) data stream is
comprised of satellite imagery, DCS products, derived products from GOES and
Polar programs, and weather analysis and forecast maps from the NWS. OSD
creates and merges the data streams (one for each of GOES East and GOES West)
and provides to the GOES-R GS as an Intermediate Frequency (IF) signal for uplink.
(CCR01457)
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b) DCS: The GOES DCS is a relay system used to collect information from earth-based
platforms. These platforms transmit an electronic signal, containing the
environmental data observed by the sensors on the platform, at predefined
wavelengths and times. The transponder on board the GOES-R satellite will detect
this signal, and then continuously rebroadcasts it so that it can be picked up by the
ground equipment only located at the WCDAS.

c) SARSat: The GOES SARSat transponder will receive emergency beacon
transmissions for relay to ground stations responsible for search efforts.

The GOES-R GS will directly provide GOES-R data to the Advanced Weather
Interactive Processing System (AWIPS). AWIPS is a computer workstation and
communication network that serves as the nerve center of operations of all NWS
Weather Forecast Offices (WFO) and NWS River Forecast Centers (RFC). Currently,
the GOES-N system does not have its own interface to AWIPS. Instead, the
Environmental Satellite Processing Center (ESPC) provides GOES data to the AWIPS.
Unlike the GOES-N Ground System, the GOES-R GS will have the capabilities to
interface with AWIPS.

GOES-R will employ CLASS services to provide archive services for GOES-R data.
CLASS provides the archive and access services for the collection, archiving and
dissemination of environmental data collected by a variety of in situ and remote sensing
observing systems.

3.2 GOES-R Ground Segment Requirements Functional Decomposition

The GOES-R GS requirements fall into four primary functional categories: MM, PG, PD
and EM. These categories have been defined as a basis for grouping functional
attributes of the GS, and are not intended to imply an implementation of the GS.
Necessary interface and support functions are included within the GS. The GS
encompasses more than hardware and software systems, it includes the processes,
services and personnel required to accomplish a set of functional tasks.

3.3 GOES-R Ground Segment Role

The details and descriptions of each of the elements of the GOES-R GS (MM, PG, PD,
and EM) are provided in the GOES-R GS Concept of Operations.

3.4 GOES-R Ground Segment External Interfaces
The GOES-R Ground Segment is expected to interface to the following entities:
a) GOES-R Space Segment
b) GOES-R Launch Segment
c) Unique Payload Services (EMWIN/LRIT, DCS) (CCR01457)
d) Ancillary Data Relay System (ADRS) (OSD)

e) Office of Satellite Development (OSD) Comprehensive Large Array-data
Stewardship System (CLASS) (OSD)

f) Advanced Weather Interactive Processing System (AWIPS) (NWS)
g) GOES-R Access Subsystem (CCR01513, 01763)
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3.5 Government-Furnished Property

The Government will provide resources as defined in the GOES-R Government
Furnished Property List.

3.5.1 Facilities

The GS facilities, including power, environmental controls, and floor space, will be
provided by the Government.

3.5.2 Antennas

The GS Antenna System, including the RF equipment to the IF switch, will be provided
as GFP to the GS Contractor. The Antenna System Vendor will procure, install and
deliver this equipment to the GSP. Once delivered, this equipment will be turned over
to the GS Contractor to integrate into the GOES-R GS.

3.5.3 Communications

Communications required for the GOES-R GS will be purchased/leased by OSO. The
interface to the communications circuits at a distribution frame will be located at the
communications service provider's demarcation point. Interface descriptions, circuit
types, and supported data rates for connections to the circuits terminated at the
distribution frame will be provided by the GS contractor to the Government. All
CSU/DSUs, multiplexers, modems, and other related communications equipment on the
service provider side of the demarcation point will be provided by OSO. Wide-area
network inter-site communications required for the GOES-R GS will be
purchased/leased by OSO. (CCR01530)

3.5.4 Product Distribution

The GS Product Distribution element consists of a core GS product distribution
capability and a GOES-R Access Subsystem (GAS). (CCR01513)

3.5.4.1 Core GS Product Distribution

The core GS Product Distribution capability is developed by the GS contractor and is
responsible for the following:

a) Sending sectorized cloud and moisture imagery products to the Advanced
Weather Interactive Processing System (AWIPS)

b) Sending GOES-R data and products to the GAS for distribution to users.
c) Sending selected GOES-R data and products to CLASS
d) Transferring the GRB data stream to MM
(CCR01513, 01763)
3.5.4.2 GOES-R Access Subsystem

The GOES-R Access Subsystem (GAS) is responsible for distributing GOES-R data
and products to users. It consists of a user access point and a revolving temporary 7-
day store. The GOES-R Access Subsystem will be designed, developed, and
transitioned by OSD as part of the Environmental Satellite Processing and Distribution
System (ESPDS) with support from the GSP for GS integration. (CCR01513)
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3.5.5 Scientific Algorithms

The process for developing scientific algorithms to produce individual L1b and L2+
products (Atmosphere, Land, Ocean, and Space Weather) will require the participation
of multiple organizations (instrument vendors, Flight Project, AWG, GS contractor, and
the GSP). After Government review, the Government will provide individual Algorithm
Packages, containing the algorithm design documents, test data, and other information,
to the GS contractor as GFP.



Effective Date: Date of Last Signature

G416-R-FPS-0089
Version 3.5

Responsible Organization: GOES-R/Code 416
ID Dev. Requirement Rationale Assumptions
Org.

GSFP3 4 GROUND SEGMENT WIDE

-1150 REQUIREMENTS

GSFPS 4.1 Overview

-2430

GSFPS Section 4 specifies segment-wide operational,

-1152 functional, and performance requirements, which
are allocated to the GOES-R GS as an end-to-end
system. Segment-wide requirements for facilities,
security, reliability, maintainability, and availability
(RMA), design and construction, verification and
validation, and external interfaces are also
included in this section.

(i?gjs 4.2  Physical Deployment and Remote Operability

GSFPS The GOES-R GS functionality will be installed and

-2719 operated at three sites. The NOAA Satellite

Operations Facility (NSOF) in Suitland, MD and
the Wallops Command and Data Acquisition
Station (WCDAS) at Wallops, VA, are facilities that
host current GOES systems. Together they will
serve as the GOES-R primary facilities for
operations. The third site will be a geographically-
diverse Remote Backup Facility (RBU), located at
Fairmont, WV, which will host a subset of the GS
functionality and enable continuity of operations.
(CCR01659)
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(ﬁgg S 4.21 Primary Facilities
GSFPS | All GS functionalities described in this GS F&PS, with | Constrains the location of all GS functionality to
-1160 exception of the RBU and connecting networks WCDAS and NSOF unless specifically identified as
shall be deployed at the WCDAS and NSOF RBU-located. Functionality must reside at these
facilities (“the GS primary facilities”). locations in order to meet user/operator needs and to
interface with legacy operations as directed by
NOAA/NESDIS.
GSFPS | All The GS at NSOF shall include the primary This aligns with current GOES operations and future
-3146 Mission Management (MM), Enterprise NESDIS concepts of operations.
Management (EM), and selected Product
Generation (PG) and Product Distribution (PD)
functions.
GSFPS | GS The GS at WCDAS shall include the primary This aligns with current GOES operations and future
-3147 Kitr(CC | space communications services, EM and MM NESDIS concepts of operations.
R- functions, and selected PG and PD functions.
01430,
01511)
GSFPS | All(CC | The GS shall include all functionalities necessary | WCDAS must be able to create GRB without
-1162 R- for the production, RF uplink, and reception of dependence on other sites. This aligns with current
01430, | GRB at the WCDAS facility. GOES operations and future NESDIS concepts of
01511, operations.
01530)
GSFPS | All(CC | The GS shall include all functionalities necessary | GRB is the only source of L1b data at NSOF. This is
-1164 R- for the reception of GRB at the NSOF facility. required to create higher-level products via the data
01430, contained in the GRB stream. GRB data will be the
01511, source for higher level product generation.
01530)

11
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GSFPS | All The GS functionality resident at NSOF shall be All functions at NSOF can be operated locally without

-1166 (CCR- | operable from NSOF. dependence on other sites. This ensures that the
01290) operators at a given site have the capability to

operate independently of each other.

GSFPS | GS Ktr | The GS functionality resident at WCDAS shall be | All functions at WCDAS can be operated locally

-2946 OSO(C | operable from WCDAS. without dependence on other sites. This ensures that
CR- the operators at a given site have the capability to
01430, operate independently of each other.
01511)

GSFPS | GS Ktr, | The GS shall provide the capability to operate all | Since the primary control operations occur at NSOF,

-1170 OSO(C | WCDAS-deployed functionalities remotely from NSOF must also be capable of operating WCDAS
CR- the NSOF. functions remotely. This capability could be used for
01430, contingency situations or for other non-emergency
01511) operations.

GSFPS | All, FLT | The GS shall meet functional and performance The GS capabilities must support simultaneous

-2604 (CCRO | specifications for two GOES-R satellites operations for operational GOES-East and GOES-
2632) simultaneously except as noted in the element West satellites.

descriptions.

ﬁ'?; ; S 4.2.2 Remote Backup Facility

GSFPS | GS Ktr, | The GS RBU functionality shall be deployed at The GS RBU location was determined based on

-1174 OSO(C | Fairmont, WV. (CCR01659) proximity to NSOF, geographic coverage, and non-
CR- interference with other RF carriers as documented in
01430, multiple trade studies. The GS is currently using
01511) Fairmont, WV as the RBU location for planning

purposes. Once a decision is finalized, the location
may be reviewed.

12
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GSFPS | GS Ktr, | The GS RBU functionality shall be remotely The RBU will not be staffed with operations
-1176 OSO(C | operable from the NSOF. personnel, so remote operations from the primary
CR- facilities will be required. This capability will be used
01430, for contingency situations or for other non-emergency
01511) operations.
GSFPS | GS Ktr, | The GS RBU functionality shall be remotely The RBU will not be staffed with operations
-2431 OSO(C | operable from the WCDAS. personnel, so remote operations from the primary
CR- facilities will be required. This capability may be used
01430, for contingency situations where certain elements of
01511) the RBU need to be operated by WCDAS personnel
or for other non-emergency operations.
GSFPS | GS Ktr, | The GS RBU functionality shall be operable from | The RBU must have operator interfaces at the facility
-1178 OSO(C | the GS RBU. in the event that local RBU operations are required.
CR-
01430,
01511)
GSFPS | GS Ktr, | The GS RBU shall operate without on-site staff, During routine operations, the RBU will not be staffed
-2605 OSO(C | except in the case of continuity of operations with operations personnel. Some maintenance
CR- deployments. personnel may be available either on-site or on-call,
01430, depending on the implementation and RMA approach
01511) for the RBU.
GSFPS | GS Ktr | The GS RBU shall provide all PG functions The RBU will not produce all L2+ products. However,
-1186 necessary to produce KPPs identified in Appendix | it must be capable of producing mission-critical cloud
A. and moisture imagery products as listed in Appendix
A. This ensures the continuity of KPP production
during a NSOF and/or WCDAS outage.
GSFPS | GS The GS shall include all functionalities necessary | This ensures the continuity of GRB during a NSOF
-1188 Kitr(CC | for the production, RF uplink, and reception of and/or WCDAS outage.
R- GRB at the RBU.
01430,
01511)

13
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GSFPS | GS Ktr, | The GS RBU shall provide all PD functions KPP distribution includes the sectorization and RBU L2+ PD capability will be
-1190 OSO(C | necessary to distribute KPPs to AWIPS as distribution of cloud and moisture imagery via AWIPS | limited to KPP distribution to
CR- specified in the GOES-R Series Ground Segment | to the AWIPS demarcation point as described in the AWIPS.
01430) | (GS) to Advanced Weather Interactive Processing | GS-to-AWIPS IRD. This ensures the continuity of

System (AWIPS) Interface Requirements
Document (IRD) (P417-R-IRD-0160).
(CCR01366)

KPP product distribution during a WCDAS outage.

(CCR2089)
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GSFPS | GS Kitr, The GS shall be capable of supporting the This list of functions is a subset of GS capabilities to

-3103 | OSO, following single functions or combination of be provided by the RBU. Since the RBU will not
FLT functions at the RBU: o provide a complete MM, PG, PD, or EM backup, this
(CCR- a) Space - Ground Communications list breaks down the element functionality into a more
01430, E) Command Generation and Telemetry Data granular functional level. The intent is that each of
01511, rocessing , these functions will be independently usable at the

c) Raw (instrument) Data Processing to Level O . .

CCRO02 d) Mission Operations to include real-time console RBU, sluch that one functlop could fall-ov'er to the
632) operations, offline engineering and trending, bus RBU without the need to fail over the entire set of

and instrument health and safety monitoring,
anomaly detection and resolution and procedure
development

e) Signal Monitoring

f) Mission Scheduling and Planning

g) Orbit Determination and Maneuver Planning
h) Image Navigation and Registration Monitoring
i) Routine Instrument Calibration Support and
Product Monitoring

j) Production of Level 1b Products and GLM

k) Generation of KPPs

I) GRB Assembly and Rebroadcast

m) Sectorized Product Distribution to AWIPS

n) Life of mission storage (e.g., telemetry, EM
event messages)

0) 5-day temporary revolving storage

p) Distribution of data to CLASS

q) HRIT/EMWIN uplink

r) Enterprise Management to include system
control and monitoring, security management, and
service desk

s) DCS Pilot Uplink

t) Antenna Monitor, Control, and Test
(CCR01457, 01665, 02080, 02089)

NSOF or WCDAS operations. Failover by function is
in response to contingency planning and failover
strategies being employed by current operations.
These include failover of KPP production and
distribution if NSOF KPP processing goes down,
however, remote SOCC operations may still be
accomplished from the NSOF. Failover by function
allows more flexibility in the use of the RBU to meet
availability requirements in the event of maintenance
downtime without full failover.
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ﬁ?ggs 4.3 Ground Segment Maintainability

GSFPS | All, FLT | The GS design shall enable hardware and The GS must remain within specifications while

-1204 (CCRO | software maintenance of the GS while maintaining | undergoing maintenance. This includes maintaining

2632) compliance with the functional and performance availability and MaxTTRS within specifications.
requirements of the GOES-R Series System.

GSFPS | All The GS shall include diagnostic tools to support Diagnostic tools are to be delivered with the GS to

-1206 maintenance of all internal GS interfaces. support its interfaces. These tools will enable the
maintainer to diagnose interface issues without the
need for additional support.

GSFPS | All The GS shall include diagnostic tools to support Diagnostic tools are to be delivered with the GS to

-1208 maintenance of all external GS interfaces. support its interfaces. These tools will enable the
maintainer to diagnose interface issues without the
need for additional support.

GSFPS | All All elements of the GS shall make all locally The Enterprise Management element will collect and

-2432 collected performance and status measurements monitor all performance and status for all GS

available to EM. systems, subsystems, components, and configuration

items. If an element is collecting performance and/or
status metrics, those will be available to the EM
element as well.

GSFPS | All All elements of the GS shall make all locally The Enterprise Management element will collect and

-2433 detected hardware and software event messages | monitor all anomalies for all GS systems,

available to EM. (CCR01474)

subsystems, components, and configuration items. If
an element is performing anomaly detection and
reporting, those reports will be available to the EM
element as well.
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GSFPS | All All elements of the GS shall make resource This describes a set of status and performance data
-2434 operational status and performance data available | types that will be made available to EM. Other
to EM, including: resource utilization (processing, | requirements such as GSFPS-2432 and GSFPS-
storage, network and communications status), 2433 may impose additional data types as the GS is
processing throughput, equipment configuration designed and implemented.
and availability, data accounting, data processing
status, transfer status, and product status, to
support operations, trending, and performance
analyses. (CCR01474)
GSFPS | All The GS shall have the capability to export any Allows any file to be copied from the system (as
-3001 (CCR- | operator designated file to removable media (e.g., | permitted by security requirements). This may be
01430) | thumb drive, compact disk, tape, etc.). needed for offline analysis or for other uses.
GSFPS | All The GS shall have the capability to store any Allows any file to be copied from the system (as
-3002 (CCR- | operator designated file to removable media (e.g., | permitted by security requirements). This may be
01430) | thumb drive, compact disk, tape, etc.). needed for offline analysis or for other uses.
GSFPS | GS The GS shall permit an operator to install or Software modifications within the GS can occur from
-1374 Kitr(CC | upgrade software from any site within the GS. any GS authorized site to any other site. This
R- requirement provides for software at NSOF or RBU to
01430, be installed/upgraded from WCDAS, software at
01511) WCDAS and RBU to be installed/upgraded from

NSOF, and software at NSOF/WCDAS to be
installed/upgraded from RBU. This may also include
access from the GS Factory, Satellite Factory, and/or
other locations as defined by the GSP. This enables
the consolidation of software maintenance and/or
development activities if desired by the operations
personnel. It also enables rapid patch deployment or
software distribution via a unified mechanism,
improving configuration management capabilities and
potentially reducing costs.

17



Effective Date: Date of Last Signature

G416-R-FPS-0089
Version 3.5

Responsible Organization: GOES-R/Code 416
ID Dev. Requirement Rationale Assumptions
Org.
GSFPS | GS The GS shall enable access and inspection of Software access and inspection within the GS can
-3003 Kir(CC | software at any site, from any other site. occur from any GS authorized site to any other site.
R- This requirement provides for software at NSOF or
01430, RBU to be accessed and inspected from WCDAS,
01511) software at WCDAS and RBU to be accessed and
inspected from NSOF, and software at
NSOF/WCDAS to be accessed and inspected from
RBU. This may also include access from the GS
Factory, Satellite Factory, and/or other locations as
defined by the GSP. This enables the consolidation
of software maintenance and/or development
activities if desired by the operations personnel. It
also enables rapid inspection of software via a unified
mechanism, improving configuration management
capabilities and potentially reducing costs.
GSFPS | GS The GS shall enable modification of software at Software modifications within the GS can occur from
-3004 Kitr(CC | any site from any other site. any GS authorized site to any other site. This
R- requirement provides for software at NSOF or RBU to
01430, be modified from WCDAS, software at WCDAS and
01511) RBU to be modified from NSOF, and software at

NSOF/WCDAS to be modified from RBU. This
enables the consolidation of software maintenance
and/or development activities if desired by the
operations personnel. It also enables rapid patch
deployment or software distribution via a unified
mechanism, improving configuration management
capabilities and potentially reducing costs.
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GSFPS | GS The GS shall enable testing of software at any Software testing within the GS can occur from any
-3005 Kitr(CC | site from any other site. GS authorized site to any other site. This
R- requirement provides for software at NSOF or RBU to
01430, be tested from WCDAS, software at WCDAS and
01511) RBU to be tested from NSOF, and software at
NSOF/WCDAS to be tested from RBU. This may
also include access from the GS Factory, Satellite
Factory, and/or other locations as defined by the
GSP. This enables the consolidation of software
maintenance and/or development activities if desired
by the operations personnel. It also enables testing
and troubleshooting of software via a unified
mechanism, improving configuration management
capabilities and potentially reducing costs.
GSFPS | GS The GS shall enable distribution of software at Software distribution can occur between any GS
-3006 Kir(CC | any site, from any other site. authorized combination of sites. The GS will have
R- interfaces and connectivity that enable this
01430, distribution. Because of this, software development
01511) and maintenance activities may be consolidated,
which could reduce costs and improve configuration
management capabilities.
GSFPS | All The GS shall provide information and diagnostic The GS will enable operators to isolate and diagnose
-3133 (CCR- | tools, to include an online knowledge base, to GS faults. Tools that enable this will be provided as
01290) | isolate faults internal to the GS. part of the GS by the development contractor.
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(igl']:(F))S 4.4 Ground Segment Availability
GSFPS Operational availability is the fraction of time that
-1212 the GOES-R Ground Segment (or a specified
functionality contained within) is fully functional
over a discrete 30-day period. This includes the
GOES-R facilities, antennas, and networks out to
the extent of the demarcations as defined in the
IRDs. Maximum time to restore service
(MaxTTRS) requirements are considered to be
met at the 99.9 percentile (e.g., if an outage
occurs, there is a 0.999 probability that service will
be restored within the specified interval).
GSFPS | All The GS shall operate continuously for the life of The GS operates without interruption or scheduled
-1214 the GOES-R System. halts in operations because the satellites are
operating continuously.
GSFPS | All The GS shall have a minimum Operational The GS is required to have a system availability of Operational Availability = Total
-1216 Availability of 0.989 over the GOES-R System 0.989 to support operational requirements. Because | uptime / Total time
lifetime, except for functionality for which a higher | of this, the overall GS availability must be at least
Operational Availability has been specified. 0.989. However, many mission critical functions
(described below) have a higher availability that takes
precedence over this value.
GSFPS | All The GS shall have a MaxTTRS of 120 minutes for | All functions within the GS must be restored to
-2910 functions other than those for which a shorter operational status within a maximum of 120 minutes.

MaxTTRS has been specified. [Note: Portions of
this requirement have been waived. DCN
7043166]. (CCR02563)

However, many mission critical functions (described
below) have a more stringent maximum time to
restore service that takes precedence over this value.
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GSFPS
-1220

GS Kitr

The GS shall have a minimum Operational
Availability of 0.99988 for mission management
functionality, averaged over a 30-day period.

All of the Mission Management subsystem's
functionality must be available 0.99988 of the time. If
one Mission Management function is unavailable,
then the period of unavailability counts against the
Mission Management subsystem availability. In other
words, the availability of all of the functions within the
subsystem comprise the availability of the overall set,
and so the availability of each function must exceed
the availability of the subsystem. This helps minimize
the downtime of the subsystem and ensure its
availability for system operations. Availability value
supports 5 minutes of outage time per month (43195
minutes of uptime/43200 total minutes)=.99988.

All MM capabilities except for GRB
product monitor are included.

GRB product monitor is included in
GSFPS-3007. (CCR02089)

GSFPS
-2907

GS Kitr

The GS shall have a MaxTTRS of 5 minutes for
mission management functionality.

If a function is lost that supports Mission Management
functionality, it must be restored within a time period
such that full MM functionality is restored within 5
minutes in response to operational requirements.

GSFPS
-3007

GS Kitr

The GS shall have a minimum Operational
Availability of 0.99988 for functionality associated
with the generation and GRB distribution of
products, averaged over a 30-day period.

All of the GS functionality associated with GRB
generation and distribution must be available 0.99988
of the time. If one function is unavailable, then the
period of unavailability counts against the overall
subsystem availability. In other words, the availability
of all of the functions comprises the availability of the
overall set. This helps minimize the downtime of the
subsystem and ensure its availability. Availability
value supports 5 minutes of outage time per month
(43195 minutes of uptime/43200 total
minutes)=.99988.

Includes all MM & PG element
capabilities required to receive &
process instrument data, generate
L1b, assemble GRB & prepare for
uplink, & monitor GRB.
(CCR02089)

GSFPS
-3008

GS Kitr

The GS shall have a MaxTTRS of 5 minutes for
functionality associated with the generation and
GRB distribution of products.

If a GS function is lost that supports GRB generation
and distribution, it must be restored within a time
period such that full GRB functionality is restored
within 5 minutes.
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GSFPS | GS Ktr | The GS shall have a minimum Operational All of the GS functionality associated with sectorized | GRB generation & distribution
-1222 Availability of 0.99861 for functionality associated | cloud and moisture imagery product generation must | availability requirements are
with the generation of sectorized cloud and be available 0.99861 of the time. If one function is captured in GSFPS-3007.
moisture imagery products, averaged over a 30- unavailable, then that period of unavailability counts (CCR02089)
day period. against the overall subsystem availability. In other
words, the availability of all of the functions comprises
the availability of the overall set. This helps minimize
the downtime of sectorized cloud and moisture
imagery generation. Availability value supports 60
minutes of outage time per month (43140 minutes of
uptime/43200 total minutes)=.99861.
GSFPS | GS Ktr, | The GS shall have a minimum Operational All of the GS functionality associated with sectorized
-1224 OSO(C | Availability of 0.99861 for functionality associated | cloud and moisture imagery product generation must
CR- with the delivery of sectorized cloud and moisture | be available 0.99861 of the time. If one function is
01430) | imagery products, as specified in the GS to unavailable, then that period of unavailability counts
AWIPS IRD, to the AWIPS demarcation point, against the overall subsystem availability. In other
averaged over a 30-day period. words, the availability of all of the functions comprises
the availability of the overall set. This helps minimize
the downtime of sectorized cloud and moisture
imagery distribution to the AWIPS demarcation point.
Availability value supports 60 minutes of outage time
per month (43140 minutes of uptime/43200 total
minutes)=.99861.
GSFPS | GS Ktr, | The GS shall have a MaxTTRS of 60 minutes for | If a GS function is lost that support cloud and
-2909 OSO(C | functionality associated with sectorized cloud and | moisture imagery sectorization and distribution, it
CR- moisture imagery products data collection, must be restored within a time period such that full
01430) | processing, and distribution to the AWIPS functionality is restored within 60 minutes.

demarcation point.
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GSFPS | GS Ktr | The GS shall have a minimum availability of All of the GS functionality associated with non-KPP GRB generation & distribution
-2827 (CCR- | 0.9998 for components associated with the L2+ product generation must be available 0.9998 of availability requirements are
01430) | generation of non KPP Level 2+ products, the time. If one function is unavailable, then that captured in GSFPS-3007.
averaged over a 30 day period. (CCR01506) period of unavailability counts against the overall (CCR02089)
subsystem availability. In other words, the availability
of all of the functions comprises the availability of the
overall set. This helps minimize the downtime of
those functions required for non-KPP L2+ product
generation activities. (CCR01654)
GSFPS | GS Ktr | The GS shall have a minimum Operational All of the core GS functionality associated with non-
-2905 (CCR- | Availability of 0.9999, averaged over a 30-day KPP L2+ product distribution must be available 0.99
01430) | period, for those functions associated with the of the time. If one function is unavailable, then that
distribution of End Products to the GOES-R period of unavailability counts against the overall
Access Subsystem. (CCR01506, CCR02089) subsystem availability. In other words, the availability
of all of the functions comprises the availability of the
overall set. This helps minimize the downtime of
those functions required for non-KPP L2+ product
distribution activities.
GSFPS | GAS The GAS shall have a minimum Operational All of the GS functionality associated with non-KPP
-3746 Availability of 0.999, averaged over a 30-day L2+ product distribution must be available 0.99 of the

period, for those functions associated with the
distribution of End Products via the GOES-R
Access Subsystem. (CCR01513)

time. If one function is unavailable, then that period
of unavailability counts against the overall subsystem
availability. For this reason, the GAS operational
availability has to be higher (0.999), since the overall
availability is a product of the underlying elements
and subsystems. This helps minimize the downtime
of those functions required for non-KPP L2+ product
distribution activities.

23



Effective Date: Date of Last Signature

G416-R-FPS-0089
Version 3.5

Responsible Organization: GOES-R/Code 416
ID Dev. Requirement Rationale Assumptions
Org.
GSFPS | GS Ktr, | The GS shall have no single point of failure at any | Redundancy is necessary in mission critical This does not apply to EM
-3009 0SO0, site in mission management functionality. functionality such as Mission Management. functionality. (CCR02089)
FLT(CC Designing a system to avoid single point failures
R- helps minimize the likelihood of a catastrophic failure
01430, that jeopardizes the system's health and safety.
01511,
CCRO02
632)
GSFPS | All The GS shall have no single point of failure at any | Redundancy is necessary in mission critical This does not apply to EM
-2435 site in LO, L1b, GLM, GRB, and sectorized cloud functionality such as these. Designing a system to functionality. (CCR02089)
and moisture imagery product generation and avoid single point failures helps minimize the
distribution functionality. likelihood of a catastrophic failure that jeopardizes the
system's ability to generate the key data products that
GOES-R will produce and provide them to the user.
GSFPS | All, FLT | The GS shall be designed such that a failure in Intended to limit the potential for cascading failures
-2913 CCRO02 | any function of the system does not impact the due to common failure modes. If a function fails at
632) ability of redundant, back-up, or contingency NSOF, it must not also fail at RBU for the same
instances of the functionality to perform the reason at the same time. Independence of
function. (CCR01409) operations between primary, backup, and
contingency instances helps to increase the system's
operational availability.
GSFPS | GS Ktr, | The GS shall isolate anomalies by function and by | Intended to limit the potential for cascading failures
-2911 0SO0, site. due to an anomaly at a given site in a given function.
GAS(C The intent is that a failure is limited to the function in
CR- which it occurred and at the site in which it occurred.
01430, This will help to increase overall system operational
01511) availability.
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GSFPS | GS Ktr | The GS shall initiate transmission of failover This requires the failover process to begin
-1230 configuration messages for a given function to a immediately upon detection of a failure, instead of
functionality's backup site upon detection of a loss | waiting for fault isolation. The failover process may
of that functionality at the primary site. be terminated prior to the completion of failover, but it
must be initiated as soon as the failure is detected in
order to meet the stringent MaxTTRS requirements.
GSFPS | GS Ktr The GS shall be capable of issuing directives Identifies the directives that will be required for
-3104 for failover to the RBU of any single function RBU failover. This list is not intended to be

or combination of functions supported by the
RBU. (CCR01665)

comprehensive, and it is anticipated that lower
level requirements will identify additional functions
that will support failover via directives to the RBU.
These are a subset of GSFPS-1618.
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GSFPS | GS Ktr | The GS shall complete failover to the RBU of a The failover process between one of the primary sites
-3010 minimum of the following functions within 5 and the RBU must complete within 5 minutes in order
minutes of failover initiation unless failover to meet MaxTTRS requirements. However, the
sequence is intentionally halted: failover sequence must also have the capability to be
a) Space - Ground Communications intentionglly ha]ted, which vyould Iikely be ugeq by the
b) Command Generation and Telemetry Data op.erator. i a primary S'te. fallure was f'x?d within the 5
Processing mlnL{te (tjlme(ljlr}ellor if ad@t;gnalddlagno?;lc wortk w'as
: : required and failover might endanger the system's
°) I(:\;aw (instrument) Data Processing to Level health and safety. The vendor is expected to define
d) Real-time Mission Operations console lower level requirements to address holdoff timers
operations a_nd priorities for failovers within a site and between
e) Production of Level 1b Products and GLM sites.
Product
f) Generation of KPPs
9) GRB Assembly and Rebroadcast
h) Sectorized Product Distribution to AWIPS
i) Distribution of data and products to CLASS
i) 5-day temporary revolving storage
k) Life of mission storage (e.g., telemetry, EM
event messages) (CCR01665)
GSFPS | GS Ktr, | The GS RBU shall be capable of transitioning to This parallels GSFPS-3010 in that the RBU must be
-2947 OSO(C | operational status within 5 minutes. capable of becoming operational within 5 minutes in
CR- order to meet the MaxTTRS requirements above.
01430,
01511)
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GSFPS | GS Ktr, | The GS facilities shall maintain synchronization GS facilities that shift between primary and backup

-3011 FLT with each other such that historical data is not status (for most functions WCDAS/NSOF - RBU, but
(CCR- | required to transition to operational status. also WCDAS - NSOF in some instances) must
01430, maintain data synchronization such that transition
01511, from one site to another can occur without the need
CCR0O2 for updates prior to becoming operational. Continual
632) synchronization of data is the primary intent of this

requirement.

GSFPS | GS Ktr, | The GS RBU shall transition to backup status for | Ensures that only one instance of a function has

-3012 0OSO a given function once the primary responsibility for | primary responsibility for the function at any given
(CCR- | that function has returned to the primary facility or | time.
01430, | upon intentional termination of a failover
01511) | sequence.

GSFPS | GS Ktr, | The GS RBU shall retain primary responsibility for | Ensures that exactly one instance of a function

-1232 0OSO a function during handover back to the primary always has primary responsibility for the function at
(CCR- | facility until successful handover has been any given time. Terminating the primary
01430, | completed. responsibility too early could result in an unsuccessful
01511) handover of responsibility for that function.

GSFPS | GS Ktr, | The GS RBU shall be capable of operating During a failover, the RBU's functionality must be

-1180 0OSO independently of functionalities deployed at self-contained and not rely on any associated
(CCR- | WCDAS and NSOF during failover events, while functions at one of the primary sites. Additionally, the
01430, | still meeting all applicable functional and RBU must continue to meet any functional and
01511) | performance requirements. performance requirements.

GSFPS | GS Ktr, | The GS shall be able to failover functionality The approach for failover is on a per-function (rather

-2603 0OSO between sites on a function-by-function basis, than a per-site) basis, so that part of an element's
(CCR- | while maintaining continuity of operations. functionality could be operating at the primary site
01430, and another part could be operating at the backup for
01511) a particular function. This also requires that

operations continue as described in the handover
requirements.
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GSFPS 4.5 Latency and Refresh
-1239
GSFPS GS product latency and refresh requirements as
-1241 applied from ingest from the antenna IF switch to
ingest of the GOES-R Access Subsystem and
other external interfaces as defined in the
appropriate IRDs, which vary by product, are
located in Appendix A of this GS F&PS.
(CCR01511)
GSFPS GOES-R Access Subsystem-allocated Ground
-2437 Latency requirements, which vary by product, are
located in Appendix B of this GS F&PS.
(CCR01291)
GSFPS GS product latency and refresh requirements, as
-3148 applied from the antenna IF switch to the AWIPS
demarcation point, are located in Appendix E of
this GS F&PS. (CCR01511)
GSFPS | All The GS shall produce all End-Products in Applies definitions found in Appendix A to the product
-3198 accordance with the definitions in Appendix A as generation requirements.
applied through Appendices A, B, and E.
(CCR01292, CCR02120)
GSFPS | All The GS shall capture, process, store, and make Quantifies the performance for the processing of the
-2786 (CCR- | available a minimum of 99.9% of all theoretically collected data from the satellite from receipt at the GS
01414) | available observable data downlinked from each antenna through the completion of data handling.

GOES-R satellite when the system is operationally
available, averaged over a 30-day period.
(CCR01513)
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GSFPS | GAS The GAS shall meet the GOES-R Access Establishes the latency allocation for GAS on a per-
-2439 (CCR- | Subsystem-allocated Ground Latency End Product basis.
01430) | requirements in Appendix B when the system is
operationally available. (CCR01291, CCR01414,
CCR01513)
GSFPS 4.6 Verification and Validation
-1245
GSFPS | All The GS shall accommodate testing of both Enables both testing of normal conditions and testing
-1252 nominal operations and failure scenarios, including | to failure. Tests will generate notifications in the
automated responses to out-of-limit conditions. same manner as the operational system.
GSFPS | All The GS shall include automated tests for Automated test capabilities following modification will
-1254 validating and verifying GS functional capabilities | speed up the process of bringing modified
and performance after repairs or modifications. components back on-line.
GSFPS | All The GS shall permit an operator to monitor and Permits manual control and awareness of test
-1256 control built-in tests. activities.
GSFPS | All, FLT | The GS shall include monitoring test points and Physical and logical test points and indicators enable
-1258 (CCRO | indicators to support function verification, more specific testing and help to identify failures or
2632) performance analysis, and fault isolation. issues with the system during test and verification.
GSFPS | All The GS design shall prevent disruption to the The system's design must consider ongoing
-1262 operational system from activities such as operations during upgrades. The intent is that non-

upgrades, routine and preventive maintenance,
internal integration and testing, and external
interface testing.

operational activities must not impact operations.
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GSFPS 4.7 Segment-wide Requirements
-1263
GSFPS | All The GS shall be designed to utilize the Sl units are a NASA standard to avoid confusion of This does not apply to mechanical
-2918 International System of Units (SI, metric units. fasteners, component part
measurement system), in concurrence with NPD drawings and specifications or
8010.2, Use of the SI (Metric) System of civil/architectural drawings or
Measurement in NASA Programs. specifications. (CCR01530)
GSFPS | All The GS shall comply with the NOAA Enterprise The GS will be a part of the larger NOAA/NESDIS
-2445 Architecture Technical Reference Model (TRM). enterprise architecture and security architecture.
(CCR01501) Aligning the GS and NOAA/NESDIS reference
models will help support integration and
interoperability.
GSFPS The Federal Enterprise Architecture and NOAA
-3738 Enterprise Architecture, Volume | provide
guidelines for the GS architecture. (CCR01501)
GSFPS | All, FLT | The GS shall have the capability to retrieve stored | Once the GS stores an item, it will need to be able to
-3105 (CCR- | and on-line data, files, messages, and information. | retrieve it from storage.
01290,
CCRO0O2
632)
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GSFPS | GS Ktr | The GS shall produce ground directives that Allows operators to manage and control the operation | A ground directive is an instruction
-1618 control elements within the GS. of the Ground Segment and to change the Ground issued to affect the configuration or
Segment state as needed based on conditions, state of the Ground Segment at
anomalies, and faults. the component (Computer

Software Configuration Iltem
(CSCI)), subsystem, element, or
system level based on operational
conditions or in response to an
anomaly or fault. A ground
directive may be issued by an
operator via HMI or by an
automated system response via
script or procedure.

Ground directives may be
constrained to a particular element
(e.g. directives controlling
configuration within EM, MM, PG,
or PD) or apply across elements
(e.g. EM controlling configuration
within other elements and MM
controlling external resources such
as antennas). (CCR01666)

GSFPS | GS Ktr | The GS shall create and store ground directives Allows operators to manage and control the operation
-1620 for inter-site control of GS elements. (CCR01666) | of the Ground Segment and to change the Ground
Segment state as needed based on conditions,
anomalies, and faults.
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ﬁggjs 4.7.1  Security
GSFPS | All The GS shall comply with all security According to the FIPS 199 Security Categorization
-1266 requirements for a Major Application rated as High | that was performed, the GS has been categorized as
Impact as outlined in NIST-SP-800-53, the a High-impact system. Therefore in accordance with
Department of Commerce IT Security Program FIPS 200, the GS must implement the security
Policy, and the NOAA IT Security Manual. controls for a High impact system as denoted in NIST
(CCR01643) SP 800-53.
GSFPS | GS Ktr, | The GS shall have multi-layered security As the MM function will be using telecommunications
-2440 0SO (Defense in Depth) as defined in NIST SP 800-82. | equipment rated at a High Impact-Sensitive but
(CCR- | (CCR0O1305, CCR01455) Unclassified level (e.g., NSA approved encryption
01430, devices), a defense in depth approach must be
01511) applied to ensure the proper safety and security of
the GOES-R satellite. NIST SP 800-82 is referenced
as it provides the requisite guidance that should be
followed to ensure the proper isolation and controls
will be implemented. Application of “defense in depth”
includes time distribution from the MM. (CCR071910)
GSFPS | GS Ktr | The GS shall provide the capability for physical This defines the Primary Mission Essential Functions
-3207 network isolation of the full capability to command | associated with the SCADA capability, which must be
and control the satellite, process telemetry, isolated from the non-critical operations of the GS.
produce and uplink the GRB, and generate and (CCR02089)
distribute sectorized KPPs to AWIPS.
(CCR01506, CCR02089)
GSFPS | GS Ktr | The GS shall be designed such that the mission NIST SP 800-82 describes 4 different
-3203 management functionality meets all security recommendations for securing SCADA systems.

controls recommended for a Control Network as
defined in NIST SP 800-82. (CCR01305,
CCR01455, CCR02089)

Since GOES-R is a validated Primary Mission
Essential Function that controls an asset (the
satellite) that is not easily replaced it was deemed the
most restrictive security architecture that still allows
for outbound-only network connectivity as
appropriate. (CCR02089)
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GSFPS | GS Ktr | The GS mission management functionality shall The GOES-R GS MM functionality was designated a
-3204 comply with the security recommendations for a SCADA system by NESDIS senior management
Supervisory Control and Data Acquisition based on its long life span and because it’s part of the
(SCADA) system found in NIST SP 800-82. National Critical Infrastructure. NIST SP 800-82
(CCR01455) provides additional guidance for securing systems
with long life spans. (CCR01909, CCR02073)
GSFPS | GS Ktr | The GS shall prohibit all inbound communication Inbound communication is characterized by any
-3851 to the SCADA environment that does not originate | protocols that require a response back from the
from a demilitarized zone (DMZ) on the SCADA destination to the originator. Implements the IT security
boundary. (CCR02128) architecture approved by the NESDIS AA and endorsed
by the NOAA CIO.
GSFPS | All The GS shall operate correctly as intended on The Cyber Security Research and Development Act
-2441 systems using National Checklist Program of 2002 tasked NIST to "develop, and revise as

Common Configurations such as the Federal
Desktop Core Configuration.

necessary, a checklist setting forth settings and
option selections that minimize the security risks
associated with each computer hardware or software
system that is, or is likely to become widely used
within the Federal Government." As a result, NIST
has developed the National Checklist Program which
includes lists of common security configurations such
as the FDCC. These checklists may include security
configuration files, security documentation, and
security policy directives applicable to a given
system. The FDCC, an OMB (U.S. Office of
Management and Budget) mandate, requires that all
Federal Agencies standardize the configuration of
approximately 300 settings on each of their Windows
XP and Vista Computer.
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GSFPS | All GS systems shall implement common security As the GOES-R GS is considered a federally owned
-3118 configurations using the following order of and operated system it must comply with federal
precedence: guidance. Since the system is operated by NOAA as
a) NOAA a part of the Department of Commerce, those
b) DOC regula.tions.tak'e precedence. NIST guidance must be
c) NIST complied with in accordance with the Federal
d) Defense Information Systems Agency _Informatilon Security Manageme_nt Act of 2002. DISA
(DISA) is a leading authority in IT security for the DoD and
e) Center for Internet Security (CIS) has develop(_ad §evera| guides (i:e., STIGS_) that serve
(CCR01304) as an authoritative resource for implementing sound
IT security configurations and settings. The Center
for Internet Security (CIS) is a non-profit enterprise
whose mission is to help organizations reduce the
risk of business and e-commerce disruptions resulting
from inadequate technical security controls. The CIS
also provides a resource for best practices that
should be considered when configuring IT security
controls and mechanisms into critical systems such
as the GOES-R GS.
GSFPS | All The GS shall allow system operation, As cited for GSFPS-2441, NIST has developed a
-2442 maintenance, update and/or patching of software | National Checklist Program and therefore it is

without altering configuration settings from the
approved National Checklist Program Common
Configurations such as the Federal Desktop Core
Configuration.

important that as the vendor rolls out patches and
software updates they will be in compliance with the
common configurations that NIST publishes for the
particular OS' or databases that the GS will be using.
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GSFPS | All The GS shall be designed to enforce the principle | NIST 800-53 Security Control AC-6, Least Privilege
-2443 of “least privilege” so that authenticated users are | requires that the GS enforce the most restrictive set
limited to accessing only those system objects of rights/privileges or accesses needed by users (or
required for the normal performance of their processes acting on behalf of users) for the
duties. (CCR01305) performance of specified tasks. Therefore, the GS
should be designed to ensure the concept of least
privilege and thus ensure that normal user access
prevents them from having administrative privileges.
GSFPS | GS Ktr | The GS shall employ multi-factor identification As the MM function will be using telecommunications
-1491 (CCR- | and authentication that is separate from the equipment rated at the National Security level a
01430, | administrative network, per NISTSP 800-82, Draft | defense in depth approach must be applied to ensure
01511) | Guide to Industrial Control Systems (ICS) the property safety and security of the GOES-R
Security. (CCR01305) satellite. Multi-factor authentication will help ensure
that data integrity is maintained and will greatly
reduce the risk of system compromise due to
unauthorized access.
GSFPS | GS Ktr | The GS shall employ smart card login in HSPD-12 establishes a mandatory, Government-wide
-3132 (CCR- | accordance with Homeland Security Presidential standard for secure and reliable forms of identification
01430, | Directive 12 (HSPD-12). (CCR01305) issued by the Federal Government to its employees
01511) and contractors (including contractor employees).

This includes two factor authentication and the use of
smart card technology (for facility access as well as
system access to include logins). Therefore to
ensure that when the GS goes into an operational
state it must support DOC/NOAA compliance with
HSPD-12.
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GSFPS | All The GS shall include anti-malware and Host- Required in the Operations and I&T environments per
-3200 based Intrusion Prevention System (HIPS) NIST, DOC and NOAA. Required for the
functions within the development, integration and Development environment to determine any impacts
test, and operations environments. (CCR1304) on latency and sizing, as the security software does
use CPU cycles, memory, and hard drive space.
Also mitigates risk of an un-detected virus in Dev
being introduced into the I&T environment as the
software is promoted into that environment.
GSFPS | All The GS shall interface to ESPC services for ESPC services provide services for the GS NSD
-3872 malware protection services that are utilized in the | McAfee ePO. (CCR02439)
GS Non-SCADA Domain (NSD). (CCR02439)
GSFPS | All The GS shall interface to ESPC using DNS ESPC services provide DNS services to allow the GS
-3873 services that are provided to a GS server that is to access the DISA website from an external GS
accessing the DISA website for OCSP proof data. | server where the OCSP proofs are downloaded. The
(CCR02439) ESPC DNS is not being used internally to the GS.
(CCR02439)
GSFPS | All The GS shall interface to ESPC for PKI services ESPC services provide PKI services to allow the GS
-3874 that allow the GS to access a DISA website for to download OCSP proof data from a DISA website to
downloading Online Certificate Status Protocol a GS server. The GS server requires ESPC to
(OCSP) proof data. (CCR02439) provide DNS to allow for the server to access the
DISA website. (CCR02439)
ﬁggs S 4.7.2 Telecommunications
GSFPS | All The GS shall operate per IPv6 standards as given | The Government is transitioning to IPv6 for all new IT | Deviation applies to allow use of
-1269 in RFC2460 - Internet Protocol, Version 6 (IPv6) systems. This is a downward directed requirement IPv4 internally until initial system

Specification.

[Note: A deviation has been granted for portions of
this requirement.] (CCR02117a, CCR02581)

from the Department of Commerce to ensure that the
GS is compatible with future networks and
architectures.

tech refresh. IPv6 will be used at
external interfaces except where
specified otherwise. (CCR02117a,
CCR-02581)
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GSFPS | GS Ktr | The GS shall operate per IPv4 standards to This interface is not expected to upgrade to IPv6 prior
-3845 interface to the Launch Segment (LS). to GOES-R GRD.
(CCR02117b)
GSFPS | GS Ktr | The GS shall operate per IPv4 standards to This interface is not expected to upgrade to IPv6 prior
-3846 interface to the satellite in the factory. to GOES-R GRD.
(CCR02117b)
GSFPS | GS Ktr | The GS shall operate per IPv4 standards to This interface covers PDA (GAS and ADRS) and
-3875 interface to ESPC. (CCR02439) ESPC services (MacAfee EPO, remote access, PKI,
DNS, SMTP relay and Active Directory) and is not
expected to upgrade to IPv6 prior to GOES-R GRD.
(CCR02439)
GSFPS | GS Ktr | The GS shall be capable of accepting external It is expected that remote users will operate using
-3847 connections using IPv4 and IPv6 protocols for either protocol.
network access functions. (CCR02117b)
GSFPS | GS Ktr | The GS shall interface to ESPC for remote access | ESPC services authenticate external users and
-3876 services that allow an external user to access the | provide a VPN service that allows for an external user
GS. (CCR02439) to access the GS. (CCR02439)
GSFPS | OSO The GS command and control circuits shall have | The Critical service level rating is an agreement that | Critical SLA is defined as per the
-2611 a service level rating of Critical. provides 0.9999 availability for terrestrial comm. GSA NETWORX contract.

circuits for command and control between sites.
Circuit does not imply a networking implementation,
only a capability to provide bandwidth (i.e., circuits
may be virtual, muxed, etc, as long as they meet the
appropriate service levels and other performance
requirements).

37



Effective Date: Date of Last Signature

G416-R-FPS-0089

Version 3.5

Responsible Organization: GOES-R/Code 416
ID Dev. Requirement Rationale Assumptions
Org.
GSFPS | OSO The GS data circuits shall have a service level Other data circuits have a routine availability of 0.999. | Routine SLA is defined as per the
-2612 rating of Routine. These will be used for non-command and control GSA NETWORX contract.
functions. Circuit does not imply a networking
implementation, only a capability to provide
bandwidth (i.e., circuits may be virtual, muxed, etc, as
long as they meet the appropriate service levels and
other performance requirements).
GSFPS | OSO The GS circuits shall provide bandwidth to This is for bandwidth required within the GS and to
-2448 transport required products for all GOES-R series | get the products to the GS demarcation point. This
satellites. does not imply a requirement to transport products
beyond the GS demarcation point. Circuit does not
imply a networking implementation, only a capability
to provide bandwidth (i.e., circuits may be virtual,
muxed, etc, as long as they meet the appropriate
service levels and other performance requirements).
GSFPS | OSO Each GS circuit procured shall satisfy the Ensures that the GS data circuits meet the interface
-2613 capacity, performance, and protocol specifications | requirements specified in the ICDs, both internal and
that are documented in the applicable interface external. Circuit does not imply a networking
control document (ICD). implementation, only a capability to provide
bandwidth (i.e. circuits may be virtual, muxed, etc, as
long as they meet the appropriate service levels and
other performance requirements).
GSFPS | All The GS shall conduct all routine intra-element and | Ensures that routine communications occur
-3199 inter-element communications via network electronically (without the need for a human to
connections. (CCR01341) transfer data manually from one network to another).
ﬁg; 1PS 473 Accessibility
GSFPS | All The GS shall be accessible to individuals with Federally mandated requirement to enable use of the
-1273 disabilities as required by Section 508 of the system.

Rehabilitation Act (29 USC 749d) as amended.
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GSFPS | All The GS shall meet or exceed the requirements Federally mandated requirement to enable use of the
-1274 given in 36 CFR Parts 1193, Telecommunications | system.
Act Accessibility Guidelines and 1194, Electronic
and Information Technology Accessibility
Standards.
GSFPS | All, FLT | The GS shall provide the capability for the Ensures that any indicated data can be accessed for
-2615 (CCRO | operator to send to displays, printers, and files any | display, storage, and printing.
2632) of the following: spacecraft, instrument, or Ground
Segment data and information used or generated
by a GS function.
ﬁg; g S 4.7.4 Electromagnetic Interference
GSFPS | All The GS shall comply with the electromagnetic Ensures that the GS meets FCC guidelines for EMI
-1280 interference (EMI) requirements of FCC rules CFR | compliance.
47, Part 15, Subpart B, Sections 15.107 and
15.109 for Class A or B conducted and radiated
emissions.
GSFPS . .
1282 4.7.5 Operational Integrity
GSFPS | All The GS shall perform all functions, including Intent is that any GS operations do not have a
-1284 those occurring simultaneously, with no negative impact on the Space or Launch Segment

interference with or performance degradation of
any other GOES-R segment functionality.

functionality of the system.
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GSFPS | All, FLT | The GS shall perform all functions, including The GS must operate in such a way that one function
-1286 (CCRO | those occurring simultaneously, with no does not impact another. This includes development,
2632) interference with or performance degradation of I&T, and operational functions.
any other functionality within the GS.
GSFPS | All The GS shall perform all functions, including The GS must operate without negatively impacting
-1288 those occurring simultaneously, with no other NOAA ground systems.
interference with or performance degradation of
any other NOAA ground system.
GSFPS .
1289 4.7.6 Time References
GSFPS | All The GS shall use the Coordinated Universal Time | Ensures that local time is not used and prevents time
-1291 (CCR- | (UTC) reference for all time-of-day related data zone issues by mandating a standard time.
01430) | processing.
GSFPS | All The GS shall provide time and date annotation Detailed time and date annotation will be needed for
-1293 (CCR- | with a resolution of at least 10 microseconds for GS operations.
01430) | the GS space to ground communications
equipment. (CCR01976)
GSFPS | GS Ktr | The GS shall provide time and date annotation Enables Precision Timing Protocol (PTP) architecture
-3814 (CCR- | with a resolution of at least 1 millisecond for the for general purpose computer nodes.
02190) | general purpose computer nodes. (CCR01976)
GSFPS | ANT The GS Antenna System shall provide time and Enables Network Timing Protocol (NTP) architecture
-3852 data annotation with a resolution of at least 10 for GS Antenna System.

milliseconds. (CCR02190)

40



Effective Date: Date of Last Signature

G416-R-FPS-0089
Version 3.5

Responsible Organization: GOES-R/Code 416
ID Dev. Requirement Rationale Assumptions
Org.
GSFPS | All The GS shall provide time and date annotation Enables Network Timing Protocol (NTP) architecture
-3815 with a resolution of at least 10 milliseconds for for sto